Mobile health applications (or mHealth apps, as they are commonly known) are increasingly popular with both individual end users and user groups such as physicians. Due to their ability to access, store and transmit personally identifiable and sensitive information (e.g. geolocation information and personal details), they are potentially an important source of evidentiary materials in digital investigations. In this paper, we examine 40 popular Android mHealth apps. Based on our findings, we propose a taxonomy incorporating artefacts of forensic interest to facilitate the timely collection and analysis of evidentiary materials from mobile devices involving the use of such apps. Artefacts of forensic interest recovered include user details and email addresses, chronology of user locations and food habits. We are also able to recover user credentials (e.g. user password and four-digit app login PIN number), locate user profile pictures and identify timestamp associated with the location of a user.
Introduction
Mobile health applications (mHealth apps) such as those containing Electronic Medical Records (EMR) are gaining popularity. These apps can support health care services such as mobile telemedicine, patient monitoring, emergency response and management, and personalised monitoring. According to a recent Google report, mHealth apps are the fastest growing app category in 2014 (Research2Guidance 2014). At the time of this research, there are over 100,000 mHealth iOS and Android apps. It has also been estimated that 500 million smartphone users worldwide will use an mHealth app by 2015, and by 2018, half of the 3.4 billion smartphone and tablet users will have downloaded one or more mHealth apps (Jahns 2010; Taylor 2014; Yang and Silverman 2014) . The global health and fitness mobile app market is reportedly worth about USD 4 billion at the moment, but this could increase to USD 26 billion by 2017 (Research2Guidance 2014).
The mHealth apps available on Apple app and Google play stores can be broadly categorised into patient care and monitoring; health apps for the layperson; communication, education, and research apps; and physician or student reference apps (Ozdalga et al. 2012) . Most mHealth apps are designed for health and wellness management, such as cardio fitness, diet, medication adherence, women's health, strength training, stress, smoking cessation, mental health, parental and infant care, and chronic disease management (Apple 2015; Google 2015) . These apps make use of the in-built features and capabilities of mobile devices to monitor user's physiological and health conditions, e.g. heart fitness apps using smartphones' cameras and flash lights to process reflections from users' fingertips to detect heart beats. During the investigations of crimes or incidents involving mobile devices and apps, there is usually some accumulation or retention of data on the mobile device that need to be identified, preserved, analysed and presented in a court of law -a process known as mobile forensics (Barmpatsalou et al. 2013; Martini et al. 2015a; Martini et al. 2015b) . Recent reviews of mobile forensics literature suggest that mobile forensics is an emerging area, but is relatively less studied than mobile security or (the "traditional") digital forensics (Barmpatsalou et al. 2013; Keith et al. 2014; La Polla et al. 2013) . Despite the potential of mHealth apps in our daily life and some might refer to this as the "mobile health revolution" (Eng and Lee 2013) , there has been limited advances on the forensic issues and taxonomy of mHealth apps. The importance of identifying data remnants in a forensic investigation is aptly summarised by Quick et al. (2013, p8) who noted that '[b] y determining the data remnants on client devices, we contribute to a better understanding of the types of terrestrial artifacts that are likely to remain for digital forensics practitioners and investigators'. The inability to identify relevant data in a timely fashion can adversely affect an investigation, and in the worse-case scenario, resulting in a miscarriage of justice.
A taxonomy provides an informative categorisation of data remnants in the investigation of mHealth apps. In a recent work, Plachkinova et al. (2015) proposed a security and privacy taxonomy for mHealth apps; however, they did not include forensic artefacts in their taxonomy. To the best of our knowledge, so far there has been no published forensic taxonomy for mHealth apps. This is, thus, the contribution of this paper. Similar to the approach of Plachkinova et al. (2015) , we classified mHealth apps using the categorisation of Ozdalga et al. (2012) . We then classified the forensic artefacts based on our study of 40 mHealth apps.
Related Work
The security and privacy taxonomy of Plachkinova et al. (2015) for mHealth apps was tested with 38 top rated Android and iOS mHealth apps. In the taxonomy, the authors considered three dimensions, namely: the mHealth app categories (based on classification proposed by Ozdalga et al. (2012) ) in one dimension, mHealth security issues in another, and mHealth privacy issues in the last dimension. Kharrazi et al. (2012) examined 19 mHealth apps for iOS (eight apps), BlackBerry (five apps), and Android (six apps) devices, and found that seven of these apps lacked basic security measures such as password protection in user authentication. Other privacy and security challenges associated with the use of mHealth apps were also identified by He et al. (2014) and Williams (2010) .
In our recent survey of 117 academic publications on mobile app security, privacy and forensics between January 2009 and August 2014, we only located 11 publications on mobile app forensics; of which four related to communication apps (Chu et al. 2013; Chu et al. 2012; Gao and Zhang 2013; Husain and Sridhar 2010) ; two related to social networking apps (Al Mutawa et al. 2012; Levinson et al. 2011) ; and five related to cloud apps Martini and Choo 2014; Quick and Choo 2013a; Quick and Choo 2013b; Quick and Choo 2014) . To the best of our knowledge, there has been no research on mHealth app forensics published between January 2009 and August 2014, and at the time of this research.
Case Study: 40 mHealth Apps
In our case study, we examined 40 popular free Android mHealth apps available on Google Play store (Google 2015) . We installed and registered the apps on a Google Nexus 4 phone (Android version 5.0.1). A popular commercial forensic tool, MicroSystemation XRY (version 6.10.1), was used to extract a logical forensic image. We used a Windows 7 desktop machine to analyse the artefacts. There were individual set of experiments, one for each app. After one set of experiments was concluded, the phone was wiped prior to installing the next app.
Due to page limitation, we only discuss the findings of three apps in this section. A taxonomy proposed based on the findings of the 40 apps is shown in Figure 10 (Section 'Proposed Forensic Taxonomy for mHealth Apps') and the application of the taxonomy is provided in Appendix A. 
Databases
A logical extract of the MyFitnessPal app (Version 3.6.1) was conducted using XRY to obtain a logical image (i.e. forensic copy). In the context of this research, files containing information required to conduct the forensic analysis were identified -the XRY extract files and outputs such as PDF reports.
Forensic analysis of the forensic copy indicated that the files and databases generated by MyFitnessPal are stored on the internal device memory which is normally inaccessible by users. For example, the databases of MyFitnessPal are stored in /data/data/com.myfitnesspal.android/databases location. The recovered artefacts from the app are listed in The app can be used by multiple users on a single device, and each user has a unique user_id , an integer value which increments by one for each user (i.e. the user_id for the first user is 1, 2 for the second user, …, n for the nth user ) -see Figure 1 .
The property_name and property_value fields are, probably, the most important fields for forensic investigators. The property_name field contains 80 attributes for each user, such as timezone identifier, gender, date of birth, country, postcode, weight, height, diary password and email address. The corresponding values for these attributes are stored in the property_value field. Both user attributes and their corresponding values are in plaintext, and the user information was found in the table even after the user had logged out and another user had signed in on the same device.
Figure 1. A snapshot of the contents of user_properties table in MyFitnessPal
An important feature in MyFitnessPal is the access to user diary by their friends. A user can control diary access with a password, so that only a person who is the user's friend and knows the password can access the diary. We recovered the password in plaintext in the user_properties table (Figure 1 ). An empty value for the diary_password field for user 2 indicates that the diary was not password-protected.
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Users table
The users table stores user IDs (sequential numbers), user name, encrypted passwords, and the plaintext pin codes. The pin code is a 4 digit numerical value defined by the users for a quick access to their accounts. When a user logs into his/her account with the password, the user can create this pin code. But the users table stores the pin codes of all the users who have logged in using the device even after logging out from the device (Figure 2 ).
Figure 2. Plaintext pin code in users table

User profile pictures
The images table stores the URL of the profile pictures for each user who had logged into MyFitnessPal on the device. The images are associated with the user_id field, and the image's URL is stored even after the user has logged out. The images are stored in the cloud server and publicly accessible. A forensic investigator can obtain the URL of user profile images from the full_image_url field of the images table. The timestamps of creating and updating the profile picture are also shown in the table (Figure 3 ). 
Other tables
The remaining tables containing artefacts of forensic interest are: diary_notes, exercise_entries, exercises, food_entries, foods, last_sync_pointers, measurements_types, measurements and search_history.
The diary_notes table stores the notes made by users (Figure 4 ). The user_id field identifies a user and the note_type field indicates whether the note is related to food (value 0) or exercise (value 1).
Figure 4. Diary notes of users
The other eight tables containing artefacts of forensic interest store detailed information about users' fitness and food habits. Findings: RunKeeper RunKeeper (FitnessKeeper 2015) , considered the best running app by LifeHacker (Klosowski 2012) , logs walks, bike rides, hikes and puts all the statistics (pace, distance, and time) at users' fingertips. It organises the data into charts so that users can track their progress. The app also keeps track of the locations along running routes by letting users share their photos with friends.
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Databases
Forensic analysis indicated that the files and databases generated by RunKeeper (Version 5.4) are stored in the internal device memory which is normally inaccessible by users. For example, the databases of RunKeeper are stored in the /data/data/com.fitnesskeeper.runkeeper.pro/databases directory. The names, locations and contents of the artefacts generated by the app are listed in Table 4 . (Figure 5 ) , the _id field identifies a trip by a numerical value starting from 1. When a user logs out of the device and another user signs in, trips made by the previous user are wiped from the database. For the currently logged in user, the value of the _id field starts from the value where the previous user left (e.g. if previous user had five trips, then the new user will have 6 as the value of the first trip in the _id field). The start_date field specifies the time and date in Unix millisecond epoch time. The elapsed_time field records the trip duration in seconds. The distance field records the distance of trips in metres. The calories field indicates the calorie burnt during the trip. The notes field stores user written notes during the trip. distance_at_point fields represent the distance in metres travelled by the user from the last point and the starting point to the final destination of the trip respectively ( Figure 6 ).
Collectively, the artefacts recovered from the three tables, trip_settings, trips and points, facilitate the reconstruction of locations visited by users, and the time and duration of each trip.
Figure 6. Artefacts found in points table
Other tables
The remaining tables containing artefacts of forensic interest are deleted_trips, feeds, friends and status_updates tables. 
Findings: Period Calendar
Period Calendar is currently the highest rated (4.7) menstrual cycle calculator in Android (Abishkking 2015) . The app is rated among the top five apps in mHealth category in over 49 countries with over 30 million Android users. The app tracks periods, moods and symptoms. The PC.db database is the main database of Period Calendar with five tables, and Table 9 lists the three tables that contain artefacts of forensic interest. The PC_PILL.db database contains four tables, and only two tables were determined to contain artefacts of forensic interest -see Table 10 . The app can be used by multiple users on a single device, and each user has a unique identifier (see uid field in Figure 8 ). Usernames are stored in the user_name field in plaintext. Similarly, user's passwords and email IDs are stored as plaintext in the password and email fields respectively. The question and answer fields store users' secret questions and corresponding answers in plaintexts, which are used to retrieve forgotten user passwords. The setting field stores different user attributes such as user height, weight, temperature, period lengths, and pill lists. (Figure 9 ). The pill table in the PC_PILL.db database stores the name of the pills taken by the users along with the corresponding information(i.e. when a pill was first taken and the time of the next medication). 
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Proposed Forensic Taxonomy for mHealth Apps
The increasing number of mHealth apps makes it very difficult and challenging to construct a forensic taxonomy for all existing mHealth apps. Therefore, the taxonomy is constructed based on our study of the 40 apps studied in the preceding section. Ozdalga et al. (2012) a patient who has suffered from recent strokes can be used to communicate with the mobile apps to track the patient' activities (Edgar et al. 2010) .
mHealth App Categories
Health apps for the layperson: Weight loss (e.g. MyFitnessPal) and fitness (e.g. RunKeeper) apps are among the most popular apps in this category.
Communication, education, and research: These apps allow users to receive information in a timely manner and be more efficient during critical situations (e.g. natural disasters and medical emergencies). For example, a number of hospitals (e.g. Doylestown Hospital and George Washington University Hospital) have developed several projects to give physicians secure access to medical databases using smartphones (Hamou et al. 2010) .
Physician or student reference apps: These apps are designed to facilitate better decision making process and to reduce medical errors. For example, Medscape, a widely used app by physicians, provides a large, easy to use index of drug reference tools, as well as medical news updates.
Forensic Artefact Categories
From the artefacts determined from our forensic analysis of the 40 most popular Android mHealth apps, we categorised the artefacts into seven groups:
Databases: Most of the Android apps generate their own databases in the internal device memory, where the latter is normally inaccessible by users. These databases generally provide references that can be used to locate useful user information.
User credentials: Apps may require users to login using their user credentials (e.g. username and password, PIN, and authentication tokens) in order to use the apps. Therefore, user credentials should be an artefact that forensic investigators seek to locate during the app forensic process (e.g. determine whether the credentials are stored in and can be recovered from the app's databases).
User personal details:
User personal details include name, gender, date of birth, email address, height, weight and other personal data would be helpful for forensic investigators to positively identify the app or device users.
User activities: The mHealth apps require users to enter their day-to-day food habit, health conditions, activity or exercise details, diagnosis details, medication details and symptom details, etc.
User location: Fitness apps allow users to keep track of their exercise, running, jogging, cycling and other activities. These apps generally store the geographical coordinates of the user location during these activities which can provide useful evidence to the investigators.
Activity timestamps:
Another important artefact is the timestamp of the user activity. For example, linking activity timestamps with corresponding user locations (e.g. geographical coordinates) and other relevant information (e.g. CCTV feeds) would provide useful information in an investigation.
Images: This artefact includes profile images, and images taken and posted from a location.
The Forensic Taxonomy Model
Our proposed mHealth forensic taxonomy has two dimensions. The mHealth app categories are represented in one dimension, and the forensic artefacts are represented in the other dimension ( Figure  10 ). We summarised the findings of the 40 case study apps using the two-dimensional taxonomy in Appendix A. 
Concluding remarks
In this paper, we analysed 40 popular mHealth apps downloaded from Google Play store. The findings of our analysis are summarised in Table 13 .
We found that the majority of the Health apps for the layperson stored personal user details, user activities and activity timestamps in the databases. The patient care and monitoring apps and the communication, education, and research apps tend to store information relating to user activities, activity timestamps and user images in their databases.
Findings from this research will be of importance to the forensic community, as well as in criminal investigations and civil litigation matters involving the 40 apps examined in this paper. The user activities, their location information and timestamps can facilitate the reconstruction of a user's whereabouts.
Findings are accurate at the time of this research, but new releases of mHealth apps may change the way data are stored on the devices, as well as the type of data that can be forensically recovered from the devices. Therefore, future work would include examining other and new releases of mHealth apps, and potentially include additional artefact categories to the proposed taxonomy. 
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Drugs.com Medication Guide
My Diet Diary Calorie Counter 1.9.11
CalmMeditate, Sleep, Relax 
Strava Running and Cycling GPS
Noom Walk Pedometer: Fitness Table 13 . Summary of findings
Notes: "F" -detailed information was recovered; "P" -only partial information was recovered (e.g. artefacts from some apps provided partial timestamp such as only the date of the activity rather than the time in hours, minutes and seconds);and "N" -unsupported category. 
